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Allianz Artificial Intelligence Report: Rise of the 

robots brings huge benefits for businesses, but also 

creates new loss and liability scenarios 

 AI-based applications will increase vulnerability of businesses to cyber-attacks and 

technical failure, leading to larger-scale disruption and loss scenarios 

 Companies face liability challenges as responsibility shifts from human to machine 

and manufacturer. New framework needed to manage rise in AI-generated damages 

 Risk management can help maximize the net benefits of AI. Five areas are crucial for 

identifying threats: software accessibility, safety, accountability, liability and ethics 

 Insurance industry is an early adopter of AI applications to automate repetitive 

processes, boost risk analysis and improve customer interaction  

 

London, New York, Munich, Singapore, March 22, 2018: Chatbots, autonomous vehicles, and 

connected machines in digital factories foreshadow what the future will look like: The widespread 

implementation of Artificial Intelligence (AI) applications brings many advantages for businesses 

such as increased efficiencies, fewer repetitive tasks and better customer experiences. 

However, in the wrong hands, the potential threats could easily counterbalance the huge 

benefits. Vulnerability to malicious cyber-attacks or technical failure will increase, as will the 

potential for larger-scale disruptions and extraordinary financial losses as societies and 

economies become increasingly interconnected. Companies will also face new liability scenarios 

as responsibility for decision-making shifts from human to machine and manufacturer.  

In the new report “The Rise of Artificial Intelligence: Future Outlook and Emerging Risks”, 

insurer Allianz Global Corporate & Specialty (AGCS) identifies both the benefits and emerging 

risk concerns around the growing implementation of AI in society and industry, including in the 

insurance sector. AI, also referred to as machine learning, is essentially software that is able to 

think and learn like a human.  

“AI comes with potential benefits and risks in many areas: economic, political, mobility, 

healthcare, defense and the environment. Active risk management strategies will be needed to 

maximize the net benefits of a full introduction of advanced AI applications into society,” says 

Michael Bruch, Head of Emerging Trends at AGCS. 

Today, “weak” or basic forms of AI are able to perform specific tasks, but future generations of 

so-called “strong” AI applications will be capable of solving difficult problems and execute 

complex transactions. AI is beginning to find users in almost every industry, from chatbots which 

offer financial advice to helping doctors to diagnose cancer. The technology is used to power 

driverless cars, better predict the weather, process financial transfers or to monitor and operate 



industrial machines. According to Accenture, AI could double the annual economic growth rate in 

12 developed economies by 20351. 

But with these potential benefits come risks. Cyber risks, which are one of the biggest risks for 

businesses according to the Allianz Risk Barometer 2018, illustrate the two different faces of 

new technologies such as AI: AI-powered software could help to reduce cyber risk for 

companies by better detecting attacks, but could also increase it if malicious hackers are able to 

take control of systems, machines or vehicles. AI could enable more serious and more targeted 

cyber incidents to occur by lowering the cost of devising attacks. The same hacker attack – or 

programming error – could be replicated on numerous machines. It is already estimated that a 

major global cyber-attack has the potential to trigger losses in excess of $50 billion2 but even a 

half-day outage at a cloud service provider has the potential to generate losses around $850 

million3.  

Emerging AI risks in five areas  

To identify emerging AI risks AGCS has focused on five areas of concerns, namely software 

accessibility, safety, accountability, liability and ethics. “By addressing each of these areas, 

responsible development and introduction of AI becomes less hazardous for society. Preventive 

measures that reduce risks from unintended consequences are essential,” Bruch says. In terms 

of safety, for example, the race for bringing AI systems to the market could lead to insufficient or 

negligent validation activities, which are necessary to guarantee the deployment of safe, 

functional and cyber-secure AI agents. This, in turn, could lead to an increase in defective 

products and recalls. 

With regard to liability, AI agents may take over many decisions from humans in future, but they 

cannot legally be held liable for those decisions. In general, the manufacturer or software 

programmer of AI agents is liable for defects that cause damages to users. However, AI 

decisions that are not directly related to design or manufacturing, but are taken by an AI agent 

because of its interpretation of reality, would have no explicit liable party, according to current 

law. “Leaving the decisions to courts may be expensive and inefficient if the number of AI-

generated damages start increasing,” Bruch says. “A solution to the lack of legal lability would be 

to establish expert agencies or authorities to develop a liability framework under which 

designers, manufacturers or sellers of AI products would be subject to limited tort liability.”  

Meanwhile, insurers will have a crucial role to play in helping to minimize, manage and transfer 

emerging risks from AI applications. Traditional coverages will need to be adapted to protect 

consumers and businesses alike. Insurance will need to better address certain exposures to 

businesses such as cyber-attacks, business interruption, product recall and reputational 

damage. New liability insurance models will likely be adopted – in areas such as autonomous 

driving for example – increasing the pressure on manufacturers and software vendors and 

decreasing the strict liability of consumers. 

 

Insurers are early AI adopters 
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The insurance industry has been an early adopter of machine learning as it deals with lots of 

data and repetitive processes. “There is huge potential for AI to improve the insurance value 

chain. Initially, it will help automate insurance processes to enable better delivery to our 

customers. Policies can be issued, and claims processed, faster and more efficiently,”” Bruch 

explains. By boosting data analytics AI will also give insurers and their customers a much better 

understanding of their risks so that they can be more effectively reduced, while new insurance 

solutions could also be developed. For example, AI-powered analytics could help companies 

better understand cyber risks and improve security. At the same time the technology could assist 

insurers in identifying accumulations of cyber exposure. Last but not least, AI will change the 

way insurers interact with their customers, enabling 24/7 service. 
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About Allianz Global Corporate & Specialty 

Allianz Global Corporate & Specialty (AGCS) is the Allianz Group's dedicated carrier for corporate and 
specialty insurance business. AGCS provides insurance and risk consultancy across the whole spectrum 
of specialty, alternative risk transfer and corporate business: Marine, Aviation (incl. Space), Energy, 
Engineering, Entertainment, Financial Lines (incl. D&O), Liability, Mid-Corporate and Property insurance 
(incl. International Insurance Programs). 

Worldwide, AGCS operates with its own teams in 34 countries and through the Allianz Group network and 
partners in over 210 countries and territories, employing almost 4,700 people of 70 nationalities. AGCS 
provides insurance solutions to more than three quarters of the Fortune Global 500 companies, writing a 
total of €7.4 billion gross premium worldwide in 2017. 

AGCS SE is rated AA by Standard & Poor’s and A+ by A.M. Best. 

For more information please visit www.agcs.allianz.com or follow us on Twitter @AGCS_Insurance 
LinkedIn and Google+. 
 

 
Forward-looking statements 
The statements contained herein may include prospects, statements of future expectations and other 
forward-looking statements that are based on management's current views and assumptions and involve 
known and unknown risks and uncertainties. Actual results, performance or events may differ materially 
from those expressed or implied in such forward-looking statements. 

Such deviations may arise due to, without limitation, (i) changes of the general economic conditions and 
competitive situation, particularly in the Allianz Group's core business and core markets, (ii) performance 
of financial markets (particularly market volatility, liquidity and credit events) (iii) frequency and severity of 
insured loss events, including from natural catastrophes, and the development of loss expenses, (iv) 
mortality and morbidity levels and trends, (v) persistency levels, (vi) particularly in the banking business, 
the extent of credit defaults, (vii) interest rate levels, (viii) currency exchange rates including the Euro/U.S. 
Dollar exchange rate, (ix) changes in laws and regulations, including tax regulations, (x) the impact of 
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acquisitions, including related integration issues, and reorganization measures, and (xi) general 
competitive factors, in each case on a local, regional, national and/or global basis. Many of these factors 
may be more likely to occur, or more pronounced, as a result of terrorist activities and their consequences. 

No duty to update 
The company assumes no obligation to update any information or forward-looking statement contained 
herein, save for any information required to be disclosed by law. 

 


