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The economic value of security1  

Security is a fundamental human need, second in importance only to physiological 
needs such as the consumption of food. While security has considerable individual val-
ue, it is also worth a lot in business and economic terms. Let us examine this dimension 
of security in greater detail. 

1. The business perspective 

From an entrepreneurial point of view, security always entails the limitation of risks – 
and these days risks are frequently equated with the incurrence of losses. 

Buildings insurance, for instance, protects against pure financial loss in the event of 
damage caused by fire or storm, life insurance secures the livelihood of the policyholder's 
offspring and liability insurance acts as buffer against damage incurred by third parties 
as a result of accidents or similar incidents.  

Equally, a great deal of importance is attached to the possibility of limiting damage in 
the economy. It's unlikely that anyone would still want to invest their capital in airline or 
ship operations, chemical or energy production if they were unable to take out insurance 
against the risks posed by the weather, accidents or attacks, all of which are capable of 
obliterating said capital in its entirety.  

Insurance companies and the security industry work to try and minimize the risk of loss. 
Risk management means taking precautions with a twofold aim: firstly, to minimize the 
likelihood of a loss event, secondly, to minimize the extent of loss should said event oc-
cur anyway. The better the safety precautions a company or a household takes, the less it 
will have to fork out for insurance premiums. In other words, insurance provides an in-
centive to avoid risks, thus fulfilling another vital economic function. 

Nevertheless, we as insurers also face enormous responsibility: underestimating risks 
may well result in reckless behavior and failure to take the protective measures that 
actually would make a lot of sense. This problem is receiving a lot of attention in eco-
nomic literature, under the catchphrase "moral hazard". A much-quoted example is 
settlements in areas threatened by environmental factors.  

It's often relatively tricky to evaluate and weigh up the risks, especially if they are new 
risks rather than "old-timers" whose probability distribution and potential for damage 
have emerged countless times as a result of many years of observation. These include the 
risks posed by the Internet of things, Industry 4.0 and even nanotechnology or biogenet-
ics or terrorism – the list goes on. 

A good example of new threats are the so-called cyber risks. These did not appear on the 
radar until the era of the internet and digitalization. However, the resulting costs are 
immense: cybercrime causes roughly EUR 465bn worth of damage around the world, 
with companies spending a total of over EUR 80bn on IT security. It is estimated that 
cyber risks in Germany alone wreak havoc equivalent to EUR 50bn a year. German busi-
nesses are extremely susceptible to cyber risks – behind only their American counter-
parts. Not particularly surprising perhaps considering the technological prowess of 
German companies, but barely known nonetheless: 

                                            
1 This Working Paper is based on a talk given at the third Security Conference at the Brandenburg Gate, Berlin, 
October 26, 2016 

A U T H O R :  

DR. MICHAEL HEISE 
Phone +49.89.3800-16143 
michael.heise@allianz.com 

 

mailto:michael.heise@allianz.com


 

3 

Economic Research Working Paper / No. 206 / December 12, 2016 
 

 

 

Given the scale of the damage caused by cyber incidents, the market for cyber security 
remains relatively small. Here are a few numbers: surveys show that fewer than 4% of 
German businesses have taken out cyber protection insurance; two thirds think this type 
of protection is superfluous. As things stand, cyber protection insurance is a phenome-
non limited almost exclusively to the US: 90% of all premiums paid across the globe are 
paid in the US. In other words, Germany has a lot of catching up to do. 

There is still a tendency to underestimate the financial implications of cyber risks signif-
icantly. Because the market remains fledgling, it lacks precedents and information on 
possible types of damage. The recent hacker attack on Telekom routers may well prompt 
a rethink. Of course, the complex nature of the market itself is also partly to blame: for 
most companies, an IT security incident continues to be something intangible, unlike 
fire where the scale of devastation is visible. A cyber incident, on the other hand, has 
many faces: from accidentally sending customer information to the wrong recipient and 
hackers stealing company data all the way to business interruption with a high degree of 
complexity. This means that these types of events also have a plethora of consequences 
for the business, ranging from claims for compensation asserted by the data owner or 
the credit card industry to financial losses arising as a result of business interruption or 
reputational damage.  

A simple insurance solution, a simple transfer of risk falls short of what is required. Such 
an approach may even turn out to be dangerous if taking out insurance lulls the business 
into a false sense of (IT) security, with this negligence making data protection or security 
violations only a matter of time.   

When it comes to cyber security, not losing sight of the overall picture when assessing 
the risk acquires particular significance.  Security measures have to go hand in hand 
with a transfer of risk.  Within this framework, the insurer has the task of disclosing pos-
sible risks and their costs to encourage appropriate levels of investment in preventative 
measures.  However, cyber risk insurance certainly isn't an area known for fail-safe solu-
tions, since the number of potential security gaps is consistently on the up as platforms 
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become increasingly interconnected and IT progress marches on at the speed of light.  
The idea of total security is nothing more than an illusion, which is why we need insur-
ance solutions to make the residual risks that do exist more manageable.  The market 
will continue to grow exponentially. 

2. Demand for security 

Ramping up security always comes with a hefty price tag. How willing companies and 
individuals are to spend their money depends on a whole range of factors: the infor-
mation available, the number of precedents in other households or businesses and sub-
jective phenomena like estimating just how likely the damage is to occur. The costs ex-
pected as a result of a negative incident are often difficult to quantify.  The following 
types of costs can be identified as examples: 

o direct material costs, for example in the event of a loss of property 

o indirect costs, such as loss of production and business interruption or 

o immaterial costs, for instance reputational damage in the event that customer data 
is lost 

Risks are especially difficult to quantify for newcomers to the cyber landscape like the 
Internet of things, Industry 4.0, as are the risks associated with nanotechnology or bioge-
netics, simply because there is a lack of long-term time series.  

If we take a look at the top 10 business risks of 2016, we can see that business interrup-
tion is up there with the "best" of them.  This is the outcome of a survey which asked 840 
insurance experts working at companies and consultancies in 40 countries what they 
think the three top risks are. 
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For the fourth year running, business interruption risks came out on top. Other data also 
demonstrates that business interruption is becoming increasingly pricier. This devel-
opment is primarily attributable to the considerable increase in global economic inter-
connectivity, which is a logical consequence of globalized value chains, technological 
interconnectivity and digitization. Not only are these value chains susceptible to natural 
catastrophes or explosions, growing danger is also posed by macroeconomic factors. 
Cyclical risks or new disruptive competitors entering the market may lead to insolvency, 
inflicting business interruption on the already fragmented value chain.  

Consequently, market risks also improved on last year's performance, winning silver in 
2016. This category includes severe risks on the financial market that may plunge com-
panies into difficulty, triggering business interruption and activating credit insurance.  

Cyber risks, which were near the bottom of the pile just a few years ago, came in at num-
ber three, ahead of natural disasters.  

3. Some economic food for thought 

The events of the last few years have really hammered home the economic value of secu-
rity across the globe. Geopolitical crises, a shift towards nationalist and protectionist 
policies, EU member states failing to reach consensus on key community matters, the 
Brits' decision to leave the EU and, last but not least, Trump's victory in the US. The lat-
ter's foreign policy is characterized by a non-interventionist approach that gives other 
countries more room for maneuver when it comes to their security policy. The situation 
is compounded by civil wars and acts of terrorism, as well as the economic slump that 
followed the 2008/09 banking and financial crisis. The fact that advanced economies 
have been growing at a relatively modest pace for years now is a reflection of all these 
risks and volatilities.  Investors are reluctant to put all their eggs into the long-term pro-
ject basket. The volume of trade flows has barely increased. Falling oil and commodity 
prices and the extremely loose (monetary) policy pursued by the advanced economies 
alone have probably done enough to stop the global economy from plunging into a re-
cession. 

Developing countries and emerging markets often have to deal with another, more sub-
stantial dimension of insecurity: namely the lack of legal certainty and security of legisla-
tion, as well as inefficient public institutions that fail to take action against corruption or 
protect individual property rights.  The more uncertain the legal framework of a given 
state, the less likely it is to attract the investment that might give its economy that much-
needed boost. In the absence of this fundamental security, it becomes hardly possible to 
bring about a process of development, no matter how much financial aid or debt relief is 
received. This is certainly the case for plenty of countries in Africa, as the German Chan-
cellor emphasized many a time to the press after her latest trip there.  

Resolving this problem - by creating greater security - often falls at the following hurdle: 
namely, as a result of authoritarian leaders deliberately propagating a strategy that de-
nies people their security. A lack of security is an extremely effective instrument of con-
trol.  This is because when basic civil rights are not protected, the only way to feel safe is 
to side with the regime.  Security becomes a luxury reserved for those that join the pro-
verbial club and pay the fees. 
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4 Concluding remarks: The value of security 

Security has enormous value, both from a micro- and macroeconomic point of view. As 
companies, we have to battle an uncertain environment. Even though the voice of the 
corporate sector is heard in many questions concerning European politics and other 
developments, our influence over significant political risks remains limited. However, 
there is a lot we can do on a microeconomic level to improve the risk situation in eco-
nomic processes with the help of sound risk and security management.  

Making (prospective) policyholders aware of the severe consequences certain types of 
damage may have could increase risk prevention - and that's just one example. This 
doesn't just hold true for companies, it also applies to individuals using devices that are 
interconnected with millions of other devices at home or in the car. If the public are bet-
ter informed, they are likely to demand more security services and insurance benefits for 
new types of risks. This is where we come in: underestimating consequential loss or 
damage due to a lack of information would mean that only a substandard level of securi-
ty can be achieved.  

Within this framework, insurers and security firms – providers of security –can think of 
themselves as partners. Ultimately, both act as "security managers", not least by taking 
an active approach to swaying the customer towards damage prevention. In some areas 
new technologies such as telematics or health apps could help. The new world of security 
calls for new approaches from all involved. But all this effort is likely to be worth it: given 
the atmosphere of general uncertainty, the value of security looks set to stay high, with 
demand for security poised to go up rather than down in the future. Security will remain 
a growth market worth billions. 
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These assessments are, as always, subject to the disclaimer provided below.  

ABOUT ALLIANZ  
Together with its customers and sales partners, Allianz is one of the strongest financial communities. About 
85 million private and corporate customers insured by Allianz rely on its knowledge, global reach, capital strength 
and solidity to help them make the most of financial opportunities and to avoid and safeguard themselves against 
risks. In 2015, around 142,000 employees in over 70 countries achieved total revenues of 125.2 billion euros and an 
operating profit of 10.7 billion euros. Benefits for our customers reached 107.4 billion euros. 
This business success with insurance, asset management and assistance services is based increasingly on 
customer demand for crisis-proof financial solutions for an aging society and the challenges of climate change. 
Transparency and integrity are key components of sustainable corporate governance at Allianz SE. 

CAUTIONARY NOTE REGARDING FORWARD-LOOKING STATEMENTS 
The statements contained herein may include prospects, statements of future expectations and other forward-
looking statements that are based on management's current views and assumptions and involve known and 
unknown risks and uncertainties. Actual results, performance or events may differ materially from those 
expressed or implied in such forward-looking statements.  
Such deviations may arise due to, without limitation, (i) changes of the general economic conditions and 
competitive situation, particularly in the Allianz Group's core business and core markets, (ii) performance of 
financial markets (particularly market volatility, liquidity and credit events), (iii) frequency and severity of 
insured loss events, including from natural catastrophes, and the development of loss expenses, (iv) mortality 
and morbidity levels and trends, (v) persistency levels, (vi) particularly in the banking business, the extent of 
credit defaults, (vii) interest rate levels, (viii) currency exchange rates including the euro/US-dollar exchange rate, 
(ix) changes in laws and regulations, including tax regulations, (x) the impact of acquisitions, including related 
integration issues, and reorganization measures, and (xi) general competitive factors, in each case on a local, 
regional, national and/or global basis. Many of these factors may be more likely to occur, or more pronounced, as 
a result of terrorist activities and their consequences.  

NO DUTY TO UPDATE 
The company assumes no obligation to update any information or forward-looking statement contained herein, 
save for any information required to be disclosed by law. 


